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1.  Executive Summary 
An analysis of a black box and grey box penetration test conducted on the Company's application APIs 
is presented in this document. Based on a thorough security assessment performed by Securityboat in 
January of 2022, a total of Five findings were identified and classified as "critical" severity findings. 

The Securityboat Team, including pentesters, the team lead, and the project manager assigned to 
complete this assessment. Pentesters with the team lead identify and analyse security issues in the 
Company's API. This assessment was conducted remotely by the Securityboat pentesting team. The 
engagement was conducted between 8th January 2022 and 16th January 2022, with a budget of 8 days 
for penetration testing and one day for reporting. SecurityBoat and Company's Team co-created the 
grey box penetration testing methodology and technique as a comprehensive strategy for this 
assessment. To facilitate this, Company provided a walkthrough of the application and provided access 
to the test environment with valid different privilege accounts. 

Testing was carried out by identifying vulnerabilities with the intent of accessing critical information. 
This activity aimed to assess the security risks associated with the developed APIs and identify 
vulnerabilities that cybercriminals could leverage to compromise the application. The report 
summarizes the security findings related to the Company's web application and network. 

During this test, Securityboat was in close contact with the Company team through email and phone 
calls with the Company USA office. The communication was highly productive (explained in detail in the 
"Scope" Section) at the stated time. 

This assessment aimed to: 

• Analyse the application for technical vulnerabilities that an attacker may exploit to compromise the 
application's security. 

• Provide recommendations for risk mitigation that may arise on successful exploitation of these 
vulnerabilities. 

The following section of the report highlighted first the scope with more technical specifications. Later, 
it moves to step by step detailed discussion on the identified vulnerabilities. Finally, the last describes 
the broader conclusion shared by Securityboat on the vulnerabilities identified, risk analysis of the 
found vulnerabilities, and risk treatment provided for the application. Note this report contains a 
detailed description of the findings (provided by Securityboat), later Company team will apply fixation 
(provided by Securityboat) to mitigate the risks, and detailed vulnerability fixation status will be 
described in the "Validation status excel report" by Securityboat. 

Our security test results & findings in this report are valid for the period during which the assessment 
was carried out and are based on the information provided. However, the projection of any conclusions 
based on our findings for future periods and web application versions is subject to the risk that the 
validity of such conclusions may be altered because of changes made to the web applications or 
systems. Further, the findings are based on the conditions identified at the time of the assessment, not 
necessarily the current situation.  



P a g e  | 3 
 
 

 

2. Scope 
The section defines the scope and boundaries of the project. 

2.1 Constraints and Limitations 

The assessment was performed with the knowledge shared by the Company Onboarding team about 
the target. Securityboat conducted the assessments, and the result(s) / finding(s) made are highly 
subjective to target system(s) and service(s) visibility and availability at that given point of time. 

2.2 Target Scope 

Identify weaknesses that might be exploited by adversaries who have authorized or unauthorized 
access to Company Technical Skill Test and underlying infrastructure: 

o Test access credentials were not provided. It was a Black-Box Testing. 
o The objective is to mimic an adversary and identify the threats and vulnerabilities.  

Following application was in the scope of the penetration test. Automated as well as manual security 
testing was conducted. 

 

Sr. No Application Name Test Type 
1 Vulnerable API (Client-API) Black-Box  

 

2.3 Application and Environment Details 
 

Application Name URL 
Vulnerable API (Client-API) http://localhost/dvws 

 

2.4 Test Duration 
 

  
Start Date 8th January 2021 
End Date 16th January 2021 

http://localhost/dvws
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3 Disclaimer and Limitations 
No major blockers were encountered during this assessment. Testing environments had to be set up by 
infrastructure, which helped the consultant team deliver value on the first day of testing. Some of the 
modules have errors and issues while performing the assessment. Any outcome of the services 
performed is limited to a point-in-time examination of the environments tested. Securityboat does not 
constitute any form of representation, warranty, or guarantee that the systems are 100% secure from 
every form of attack. While Securityboat's methodology includes automated and manual testing to 
identify and attempt exploitation of the most common security issues, testing was limited to an 
agreed-upon timeframe. The application tested for all known or public vulnerabilities. 

4 Approach and Methodology 
Securityboat conducted the assessment using its own Hybrid Methodology, driven by OWASP, SANS, 
and NIIST best practices. The Securityboat Vulnerability Assessments and Penetration Tests are tailored 
to meet the requirements of the organization and assist an organization in identifying the high business 
risk vulnerabilities within the scope of work provided. The following section describes the approach and 
methodology used by Securityboat team. 

 

Step 1- Identification of Vulnerability 
 

Identify the risks and vulnerabilities that might affect the project or its outcome. We test against 
OWASP, SANS, NIIST, as well as Securityboat's proprietary test cases, so the Company Team can be 
assured that the latest, most prevalent, and cost-effective web application vulnerabilities will be 
identified. The general overview of our methodology is as follows. 
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Step 2 - Analysis of the Vulnerability 

Once vulnerabilities are identified, we determine the likelihood and consequence of each 
vulnerability. We develop an understanding of the nature of the vulnerability and its 
potential to affect technical as well as business objectives. 

 
Step 3 - Evaluation of the Vulnerability 

After a vulnerability has been understood, the next step is to rank or evaluate it by combining 
the risk magnitude, likelihood, and consequence. On a 5-level Severity scale, rank 
vulnerabilities from Informational, Low, Medium, High, and Critical. Further, the report does 
not only provide a conclusion but also indicates whether the vulnerability is acceptable or 
severe enough to require treatment. 

The following priority matrix was used to classify the structure of CANVAS assessment 
 findings. 

 

 Priority Level   Severity Scale   CVSS Score       Description of Vulnerability 

       P1 
 

9.0-10.0 Vulnerabilities that affect all users of the 
platform, and /or affect the security of the 
platform or host system 

       P2 
 

7.0-8.9 Vulnerabilities that affect more than one user of 
the platform, and that require little or no user 
interaction to trigger. 

       P3 
 

4.0-6.9 Vulnerabilities that affect more than one user 
but may also require interaction or a specific 
configuration 

       P4 
 

0.1-3.9 Issues that affect singular users and require 
interaction or significant prerequisites (MITM) 
to trigger 

       P5 
 

0.0 Issues that leaking very basic information which 
might lead to information disclosure 

 

 Critical 

High  

Medium 

Low 

Informational 

Co
ns

eq
ue

nc
es

  Critical Critical Critical 

Critical 

Critical 

Critical High 

High High 

High 

High 

High High 

High 

Medium 

Medium 

Medium Medium 

Medium Medium 

Medium 

Medium 

Low 

Low 

Low    Low 

   Low    Informational    Informational    Informational 



P a g e  | 6 
 
 

 

Step 4 - Vulnerability Treatment 

We provide the mitigation strategies and treat or modify these vulnerabilities to achieve 
acceptable risk levels during this step. Further, if applicable, provide a preventive plan to 
protect against future vulnerabilities. 
 

5 Confidentiality Statement 
This document is the exclusive property of Company and Securityboat. This document contains 
proprietary and confidential information. To duplicate, redistribute, or use anything, in any form, or in 
any way, it is required that Securityboat and Company agree to it. In accordance with non-disclosure 
agreements, the Company may make this document available to auditors to show compliance with 
penetration test requirements. 

6 Contact Information 
Name Title Contact Information 

Company 

Person 1  Founder & CEO Email: ceo@company.com 
Person 2  Manager Email: coo@company.com 

Securityboat 

Gaurav Ahire Team Lead Email: Gaurav.Ahire@securityboat.in 

Varad Magare Security Analyst 
Email: Varad.marage@securityboat.in 
 

  

mailto:Gaurav.Ahire@securityboat.in
mailto:varad.marage@securityboat.in
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7 Summary of Key Findings 
Sr. 
No. 

  Title Risk CVSS Securityboat Vuln-ID 

1. SQL Injection on User ID Parameter 
 

 SVI-2021-A201 

2. XPATH Injection on user login and 

password  

 SVI-2021-A202 

3. 
Command Injection on name parameter 

 

 SVI-2021-A203 

4. XML External Entity Injection   SVI-2021-A204 

5. Server-Side Request Forgery on file load   SVI-2021-A205 

 

   

Critical 

Critical 

Critical 

Critical 

Critical 
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8 Re-Assessment Status 
Sr. 
No. 

Title Risk Status Securityboat Vuln-ID 

1. XPATH Injection on user login and 

password  

Fixed SVI-2021-A201 

2. XPATH Injection on user login and 

password  

Fixed SVI-2021-A203 

3. Command Injection on name parameter  Fixed SVI-2021-A204 

4. XML External Entity Injection  Fixed SVI-2021-A205 

5. Server-Side Request Forgery on file load  Fixed SVI-2021-A206 

  

Critical 

Critical 

Critical 

Critical 

Critical 
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9 Graphical Representation of Vulnerabilities  
The following table summarises the findings, which summarizes the overall risks identified during the 
static code test. For details, refer to section "Detailed Technical Summary". 

Target 
Application 

Total Vulnerabilities 
Informative Low Medium   High Critical 

Company 
Security 
Application 
Assessment  

0 0 0 0 5 

 

A total of Twenty (5) risks were identified during the test. This section highlights the severity of the 
vulnerabilities discovered during Penetration testing of Company's Application Security Assessment. 

 

 

 

 

 

 

  

Vulnerabilities Summary

Critical High Medium Low Informative
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10 Detailed Technical Summary 

10.1 SQL Injection on User ID parameter on URL  
Vulnerability Severity CVSS Score 
Critical 10.0 
Tools Used Ease of Exploitation 
N/A Easy 
OWASP Category Date of reporting 
Broken Access Control 18-Nov-2021 
Vulnerability Description 
SQL injection is a web security vulnerability that allows an attacker to interfere with the queries that an 
application makes to its database. It generally allows an attacker to view data that they are not normally able to 
retrieve. This might include data belonging to other users, or any other data that the application itself is able to 
access. In many cases, an attacker can modify or delete this data, causing persistent changes to the 
application's content or behaviour. In some situations, an attacker can escalate an SQL injection attack to 
compromise the underlying server or other back-end infrastructure or perform a denial-of-service attack. 
 
During the analysis, we found that the application lacks sanitisation on User ID parameter passed in the URL. 
We observed that it is vulnerable to Boolean based SQL injection. 
 
Vulnerability Identified By / How It Was Discovered 
Manual Analysis  
Vulnerable URL 
http://localhost/dvws/vulnerabilities/sqli/ 

Implications / Consequences of not Fixing the Issue 
If the attack is exploited to the highest, it would lead to a full compromise of the user account and sensitive 
data, with just a user with no privileges. 
Conditions Under Which Vulnerability May Materialize 
This vulnerability does not require specific condition or an environment to be exploited. 
Remediation 

The User ID parameter must be sanitized properly to fix the above vulnerability. As a best practice, if a root fix 
is applied for all the user passed input on the URL, that would be best remediation. Additional best practices 
are mentioned below. 
Ensure that proper server-side input validation is performed on all sources of user input. Various protections 
should be implemented using the following in order of effectiveness: 

• Errors: Ensure that SQL errors are turned off and not reflected to a user when an error occurs as to 
not expose valuable information to an attacker. 

• Parameterize Queries: Ensure that when a user's input is added to a backend SQL query, it is not 
string appended but placed into the specific SQL parameter. The method to perform this varies 
from language to language. 

• Server-Side Input Length: Limit the length of each field depending on its type. For example, a name 
should be less than 16 characters long, and an ID should be less than 5 characters long. 

• Whitelist: Create character ranges (i.e. Numeric, alpha, alphanumeric, alphanumeric with specific 
characters) and ensure that each input is restricted to the minimum length whitelist necessary. 

• Blacklist: Disallow common injection characters such as "<>\/?*()&, SQL and SCRIPT commands 
such as SELECT, INSERT, UPDATE, DROP, and SCRIPT, newlines %0A, carriage returns %0D, null 

http://localhost/dvws/vulnerabilities/sqli/
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characters %00 and unnecessary or bad encoding schemas (malformed ASCII, UTF-7, UTF-8, UTF-
16, Unicode, etc.). 

 
References 

• https://portswigger.net/web-security/sql-injection 
• https://owasp.org/www-community/attacks/SQL_Injection 

 

 

Step to Reproduce:   

The following are the steps to reproduce the vulnerability: 

Requirements:  
o Access to the application  

 
1. Navigate to http://localhost/dvws/vulnerabilities/sqli/ and click on given REST API URL. 

 
2. Add the below payload after the user endpoint in the URL. 

`2 or 1=1` 
3. Load the altered URL. 
4. We should be successfully able to retrieve all user’s information from the database. 

 
 

 

 

 

https://portswigger.net/web-security/sql-injection
https://owasp.org/www-community/attacks/SQL_Injection
http://localhost/dvws/vulnerabilities/sqli/
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10.2 XPATH Injection on Login Page 
Vulnerability Severity CVSS Score 
Critical 10.0 
Tools Used Ease of Exploitation 
N/A Easy 
OWASP Category Date of reporting 
Injection 18-Nov-2021 
Vulnerability Description 
XPath injection attacks occur when a website uses user-supplied information to construct an XPath query for 
XML data. By sending intentionally malformed information to the website, an attacker can find out how the 
XML data is structured. In addition, they can access data they would not normally have access to. They may 
even be able to elevate their privileges on the website if XML data is being used for authentication (such as an 
XML-based user file). 

During the analysis, we found that the application lacks sanitisation login page at username and password 
parameter resulting in XPATH injection. 
Vulnerability Identified By / How It Was Discovered 
Manual Analysis – Burp Suite 
Vulnerable URL 
http://localhost/dvws/vulnerabilities/xpath/xpath.php 

Implications / Consequences of not Fixing the Issue 
If the attack is exploited to the highest, it would lead to a full compromise of the user account and sensitive 
data, with just a user with no privileges. 
Conditions Under Which Vulnerability May Materialize 
This vulnerability does not require specific condition or an environment to be exploited. 
Remediation 

Ensure that proper server-side input validation is performed on all sources of user input. Various protections 
should be implemented using the following in order of effectiveness: 

• Use a parameterized XPath interface if one is available or escape the user input to make it safe to 
include in a dynamically constructed query. 

• If you are using quotes to terminate untrusted input in a dynamically constructed XPath query, then 
you need to escape that quote in the untrusted input to ensure the untrusted data can't try to break 
out of that quoted context 

• single quotes (') are used to terminate the Username and Password parameters. So, we need to replace 
any 'characters in this input with the XML encoded version of that character, which is "'”. 

• Another better mitigation option is to use a precompiled XPath1 query. Precompiled XPath queries are 
already present before the program executes, rather than created on the fly after the user’s input has 
been added to the string. This is a better route because you don’t have to worry about missing a 
character that should have been escaped. 

• Logging and Web Specific IDS/IPS (Intrusion Detection/Prevention System): Ensure that proper logging 
is taking place and is being reviewed, and any malicious traffic which generates an alert is promptly 
throttled and eventually blacklisted. 

References 
• https://nvd.nist.gov/vuln/detail/CVE-2016-6272 
• http://hiderefer.com/?https://www.owasp.org/index.php/XPATH_Injection  

http://localhost/dvws/vulnerabilities/xpath/xpath.php
http://www.tkachenko.com/blog/archives/000385.html
https://nvd.nist.gov/vuln/detail/CVE-2016-6272
http://hiderefer.com/?https://www.owasp.org/index.php/XPATH_Injection
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Step to Reproduce:   

The following are the steps to reproduce the vulnerability: 

Requirements:  
o Access to the application  

 
1. Navigate to http://localhost/dvws/vulnerabilities/xpath/xpath.php 
2. Pass the below value to the username and password input field. 

1’ or ‘1’=’1  

 
3. Click on submit button and observe that we are successfully able to retrieve the information without 

any authentication. 

 
 

http://localhost/dvws/vulnerabilities/xpath/xpath.php
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10.3 Command Injection on name parameter 
Vulnerability Severity CVSS Score 
Critical 10.00 
Tools Used Ease of Exploitation 
Burp Suite Medium  
OWASP Category Date of reporting 
Injection 18-Nov-2021 
Vulnerability Description 
Command injection is an attack in which the goal is the execution of arbitrary commands on the host operating 
system via a vulnerable application. Command injection attacks are possible when an application passes 
unused-supplied data (forms, cookies, HTTP headers etc.) to a system shell. In this attack, the attacker-supplied 
operating system commands are usually executed with the privileges of the vulnerable application. Command 
injection attacks are possible largely due to insufficient input validation. 

This attack differs from Code Injection in that code injection allows the attacker to add their own code that is 
then executed by the application. In Command Injection, the attacker extends the application's default 
functionality, which executes system commands, without the necessity of injecting code. 

During the analysis, We observed that name parameter on CI module is vulnerable to command injection. We 
were able to execute server side commands. 
Vulnerability Identified By / How It Was Discovered 
Manual Analysis – Burp Suite 
Vulnerable URL 
http://localhost/dvws/vulnerabilities/cmdi/client.php 

Implications / Consequences of not Fixing the Issue 
If the attack is exploited to the highest, remotely executing malicious commands on server and might allow to 
take unauthorized access. 
Conditions Under Which Vulnerability May Materialize 
This vulnerability does not require specific condition or an environment to be exploited. 
Remediation 
Ensure that proper server-side input validation is performed on all sources of user input. Various protections 
should be implemented using the following in order of effectiveness: 

• Ideally, a developer should use existing API for their language. For example (Java): Rather than use 
Runtime.exec() to issue a ‘mail’ command, use the available Java API located at javax.mail.*. 

• If no such available API exists, the developer should scrub all input for malicious characters. 
Implementing a positive security model would be most efficient. Typically, it is much easier to define 
the legal characters than the illegal characters. 

References 
• http://localhost/dvws/vulnerabilities/cmdi/client.php 
• http://localhost/dvws/vulnerabilities/cmdi/client.php 

 

  

http://localhost/dvws/vulnerabilities/cmdi/client.php
http://localhost/dvws/vulnerabilities/cmdi/client.php
http://localhost/dvws/vulnerabilities/cmdi/client.php
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Step to Reproduce:   

The following are the steps to reproduce the vulnerability: 

Requirements:  
o Access to the application  
o Burp Suite 

 
1. Navigate to http://localhost/dvws/vulnerabilities/cmdi/client.php . 
2. Select `Windows Format (Only on Windows Systems) ` and click on `Submit Query`. 

 
3. Intercept Request with burp suite.  
4. Change the value of Name parameter to dir . 

 
 
 
  

http://localhost/dvws/vulnerabilities/cmdi/client.php
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5. We should be able to get the directory information rom the server, as shown below. 
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10.4 XML External Entity Injection on Print Greetings Module 
Vulnerability Severity CVSS Score 
Critical 10.00 
Tools Used Ease of Exploitation 
Burp Suite Medium  
OWASP Category Date of reporting 
Injection 18-Nov-2021 
Vulnerability Description 
An XML External Entity attack is a type of attack against an application that parses XML input. This attack occurs 
when XML input containing a reference to an external entity is processed by a weakly configured XML parser. 
This attack may lead to the disclosure of confidential data, denial of service, server-side request forgery, port 
scanning from the perspective of the machine where the parser is located, and other system impacts. 
 
During the analysis, we observed that the application failed to validate whether the user passed input. We 
were able to fetch internal files from the server using XEE attack. 
 
Vulnerability Identified By / How It Was Discovered 
Manual Analysis – Burp Suite 
Vulnerable URL 
http://localhost/dvws/vulnerabilities/xxe2/server.php 

Implications / Consequences of not Fixing the Issue 
If the attack is exploited to the highest, attackers may be able to retrieve sensitive data such as passwords, or 
perform directory traversal to gain access to sensitive paths on the local server. XXE can also be used to 
perform a type of denial of service (DoS) attack by accessing a large number of resources or opening too many 
threads on the local server.  
Conditions Under Which Vulnerability May Materialize 
This vulnerability does not require specific condition or an environment to be exploited. 
Remediation 
Ensure that proper server-side input validation is performed on all sources of user input. Various protections 
should be implemented using the following in order of effectiveness: 

• The safest way to prevent XXE is always to disable DTDs (Document Type Definition) completely.  
• Java applications using XML libraries are particularly vulnerable to XXE because the default settings for 

most Java XML parsers is to have XXE enabled. To use these parsers safely, you have to explicitly 
disable XXE in the parser you use. 

• There are many third-party libraries that parse XML either directly or through their use of other 
libraries. Please test and verify their XML parser is secure against XXE by default. If the parser is not 
secure by default, look for flags supported by the parser to disable all possible external resource 
inclusions like the examples given above. If there's no control exposed to the outside, make sure the 
untrusted content is passed through a secure parser first and then passed to insecure third-party 
parser like how the Unmarshaller is secured. 

• Logging and Web Specific IDS/IPS (Intrusion Detection/Prevention System): Ensure that proper logging 
is taking place and is being reviewed, and any malicious traffic which generates an alert is promptly 
throttled and eventually blacklisted. 

References 
• https://owasp.org/www-community/vulnerabilities/XML_External_Entity_(XXE)_Processing 
• https://cwe.mitre.org/data/definitions/611.html 

http://localhost/dvws/vulnerabilities/xxe2/server.php
https://cwe.mitre.org/data/definitions/611.html
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Step to Reproduce:   

The following are the steps to reproduce the vulnerability: 

Requirements:  
o Access to the application  
o Burp suite 

 
1. Navigate to the http://localhost/dvws/vulnerabilities/xxe2/ 
2. Click on `Submit Query` 

  

3. Intercept the request with burpsuite and insert following code into the request 
 

     

<!DOCTYPE uservalue [ 
<!ENTITY systemEntity SYSTEM  
"file:///C:/Windows/System32/drivers/etc/hosts" > 
]> 
 
<uservalue> 
<value>&systemEntity;</value> 
</uservalue>  
 
 

http://localhost/dvws/vulnerabilities/xxe2/
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4. Forward the request. 
5. We should be successfully able to fetch the internal file from the server. 
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10.5 Server-Side Request forgery on file load 
Vulnerability Severity CVSS Score 
Critical 10.00 
Tools Used Ease of Exploitation 
Burp Suite Easy 
OWASP Category Date of reporting 
Broken Access Control 18-Nov-2021 
Vulnerability Description 
In a Server-Side Request Forgery (SSRF) attack, the attacker can abuse functionality on the server to access or 
update server-side resources. The attacker can supply or modify a URL which the code running on the server 
will read or submit data, and by carefully selecting the URLs, the attacker may be able to read server 
configuration such as AWS metadata, connect to internal services like HTTP enabled databases or perform post 
requests towards internal services which are not intended to be exposed. 

The target application may have functionality for importing data from a URL, publishing data to a URL or 
otherwise reading data from a URL that can be tampered with. The attacker modifies the calls to this 
functionality by supplying a completely different URL or manipulating how URLs are built (path traversal etc.). 

During the analysis it was observed that the file name is vulnerable for SSRF and allow to read internal files. 
 
Vulnerability Identified By / How It Was Discovered 
Manual Analysis – Burp Suite 
Vulnerable URL 
http://localhost/dvws/vulnerabilities/ssrf/ 

Implications / Consequences of not Fixing the Issue 
Here in this vulnerability the attacker might create a malicious payload that fetch the internal files of server can 
able to get unauthorized access to server. 
Conditions Under Which Vulnerability May Materialize 
This vulnerability does not require specific condition or an environment to be exploited. 
Remediation 

• Disable the support for the following of the redirection in your web client in order to prevent the 
bypass of the input validation 

• A regex can be used to ensure that data received is valid from a security point of view if the input data 
have a simple format (e.g. token, zip code, etc.). Otherwise, validation should be conducted using the 
libraries available from the string object because regex for complex formats are difficult to maintain 
and are highly error-prone. 

• Ensure that the data provided is a valid IP V4 or V6 address. 
• Ensure that the IP address provided belongs to one of the IP addresses of the identified and trusted 

applications 
• Ensure that the data provided is a valid domain name. 
• Ensure that the domain name provided belongs to one of the domain names of the identified and 

trusted applications (the allow listing comes to action here). 
• Build an allow list with all the domain names of every identified and trusted applications. 
• Verify that the domain name received is part of this allow list (string strict comparison with case 

sensitive). 
• Ensure that the domains that are part of your organization are resolved by your internal DNS server 

first in the chains of DNS resolvers. 
 

http://localhost/dvws/vulnerabilities/ssrf/
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References 

 
● https://owasp.org/www-community/attacks/Server_Side_Request_Forgery 
● https://cwe.mitre.org/data/definitions/918.html 

 
 

Step to Reproduce:   

The following are the steps to reproduce the vulnerability: 

Requirements:  
o Access to the application  
o BurpSuite Community Edition 

 
1. Navigate to http://localhost/dvws/vulnerabilities/ssrf/ and click on load Text File 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://owasp.org/www-community/attacks/Server_Side_Request_Forgery
https://cwe.mitre.org/data/definitions/918.html
http://localhost/dvws/vulnerabilities/ssrf/
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2. Intercept Request with burp and change file name to file://etc/passwd 

 
3. Observe in the browser that we successfully able to retrieve the etc/passwd file. 

 
 
 
 
 

  

file://etc/passwd
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12 Summary of Recommendations 
 

The more detailed recommendation is provided in “Application Detailed findings”. The overall 
recommendations to close these vulnerabilities are: 

1. Prevent access to essential configuration files to outside users, which compromises the 
integrity and confidentiality of the Organization. 

2. Failing to differentiate between whether the input is malicious or not would compromise 
internal information, so never forget to validate use inputs. 

3. Never trust user input. Always use regex or various filters to validate input. Additionally, 
blacklisting and allowing listing could help eliminate this security risk. 

4. Make sure that user-supplied input is not directly submitted to the backend server. Always 
validate it on the client side first and then on the server side. 

5. Usage of Web application firewall is best measure according to OWASP standard 
remediation 
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